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Abstract 
 

The gradual adoption of artificial intelligence (AI) in criminology and police science is revolutionizing 
investigative processes by enhancing efficiency and complex data analysis. AI enables pattern identification, 
anomaly detection, and crime prediction through large data analysis, offering new crime prevention 
possibilities. Its evolving applicability requires ensuring reliability, auditability, and accountability. Insights 
from neural networks in other disciplines, like economic trends or disease modeling, show AI's ability to 
predict events using seemingly unrelated data. Unlike traditional statistical methods, AI provides advanced 
tools for crime prediction, requiring proper validation of its use to ensure effectiveness in diverse 
investigative scenarios. 
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1. Introduction 

The gradual introduction of artificial intelligence (AI) solutions in the disciplines of criminology and police science 

constitutes a true revolution in the way we carry out daily work, understand how to approach information and 

understand any data-based minutiae within the process research. This starting point generates a new paradigm in 

the consideration of new key aspects such as resource efficiency or in complex police intelligence analysis activities 

where the effectiveness of the activities is crucial. 

The capabilities provided by AI to analyze large data sets, identify patterns, make comparisons, search for anomalies, 

establish trends and make predictions offer new possibilities for preventing and detecting crimes by facilitating 

thorough investigations by a multitude of methods. any detail with the objective of solving crimes, whatever their 

nature. The applicability of AI-based analysis methods is in constant evolution, which requires taking into account 

the present and future challenges of their use within a framework that guarantees reliability, auditability and 

accountability. 

2. Main Use Cases and Applicability of Artificial Intelligence in Criminology and Police Sciences 

2.1. Predictive analysis of criminal behavior 

The predictive analysis of crimes through the use of methods based on artificial intelligence (AI) has become a 

fundamental area of research, with part of the research focusing on the intersection of the applicability of artificial 

intelligence (hereinafter AI) and the study of the characteristics of crime (Campedelli, 2019). 

The universe of capabilities that are opening up in crime prevention thanks to AI solutions and the transversality of 

its methods developed in other prediction scenarios, are testing field where applied research in criminology and 

police sciences will have very prolific results in the coming years with an evident need for studies related to the 

effectiveness of methods based on artificial intelligence for crime prediction (Martino, 2024; Martino and Merenda, 

2021)). 

The application of classical machine learning models and joint methods for crime prediction is emerging as two of 

the most important fields of applicability, indicating a growing interest in the use of classical machine learning 

algorithms for crime prediction (Giacomello et al., 2024: Divyasri and Saranya, 2023). However, it is important to 

highlight that in other fields of development of complex predictive methods there has been substantial evolution 

compared to initiatives related to crime prevention, as is the case, for example, in the field of prediction in the 

financial sector (Díaz, 2013; 2016). 

Although the application of machine learning in predictive processes linked to criminal activities is a relevant AI-

based method, there are other AI-based mechanisms that can generate a high impact on the analysis results, if 

sufficient data is available to apply more advanced applied predictive methods in specific use cases of criminology 

and police science. 

An example of applicability based on experience of these predictive methods is the research carried out on the use of 

the clustering method and artificial intelligence based on neural networks for the projection of violent crimes in 

Colombia (Fontalvo et al., 2023) which, according to the results of the study itself, provided a predictive classification 

capacity of 97.7% for crimes according to their type and impact, which allows it to be considered a predictive tool to 

be considered for serious criminal activities. . It is important to highlight that the predictive classification 

percentages in the aforementioned study are based on discrete criteria contemplated in the study itself, and different 

ones may be contemplated that apply, for example, to the real-time preventive detection system. 

In any case, the exposed percentages of effectiveness that emanate from crime predictive studies have to be assessed 

according to the specific scenario where they were applied to avoid it being understood that success in prediction is 

applicable only with the application of the method with another data selection. The complexity in the selection of 

data for prediction does not reside only in those that are likely to directly affect criminal events and requires that 

much more dispersed data that affect the key factors of criminal activity can be obtained. In this regard, there 

remains much to investigate in the universe of related data that directly or indirectly influence the commission of 

crimes. 

Understanding that discrete data such as the decriminalization in a certain territory of activities considered criminal 

in other places or the impact received on police capacity due to the lack of resources to prosecute certain crimes can 
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create interference on the results is key to understanding that prediction crime cannot be exclusively based on 

crimes recorded in history for prediction (Luque and Liz 2021). Crime prediction is not without challenges such as 

the varied and unpredictable nature of crime data, which emphasizes the complexity involved in analyzing and 

predicting crimes accurately (Khairuddin et al., 2019). 

It is important to highlight that the information collected for the prediction of crimes cannot constitute an 

incriminating element in the majority of legal systems of democratic countries since analyzes based on large volumes 

of data available for predictive analysis of crime can be complementary to the police activities and facilitate decision-

making in investigation processes or in the allocation of police resources for prevention (Gummadidala et al., 2020). 

Some analyzes based on neural networks allow us to influence specific aspects of crime prediction, such as the study 

of the trend of kidnapping victims in Colombia, demonstrating the viability of the criteria in predicting specific 

criminal events through the use of related massive data. with contextual factors of the crime (Giraldo et al., 2020). 

Applied research on the use of neural networks in other disciplines allows obtaining additional information on key 

processes for characterization, modeling and prediction from other fields of application, such as economic time series 

(Olmedo et al., 2007) or the proliferation of diseases have made it possible to understand that, for processes based on 

neural networks for predicting trends, new use cases can be established due to their transversal application in 

complex data analysis, which requires having expanded contextual information. contemplating sources of 

information that, a priori, do not seem to have a direct relationship between them, but constitute to a certain extent 

dependencies that must allow the prediction of complex events such as the prediction of crimes. Although, in some 

cases, the use of machine learning as the only instrument for predictive analysis may be confused, it is necessary to 

highlight that the capabilities of AI for the predictive analysis of crimes are opening up new ways of contextualizing, 

analyzing and preventing behavior crime, leaving behind statistical methods and other classic study mechanisms in 

social sciences (Palacios and Liz, 2022; Fernandez el at., 2023; Rodríguez et al, 2023) 

Within the new universe of predictive analysis capabilities based on AI through deep learning and neural networks 

that, properly applied to the context of appropriate information with sufficient coherence in the context data, can 

determine key factors that are beyond the human capacity to analysis. 

Artificial neural networks (ANN), a type of machine learning algorithm inspired by the human brain, offer a 

promising alternative for analyzing complex data sets and identifying patterns that traditional methods may miss. An 

example of applications with high predictive success in criminal investigation is the use of the aforementioned 

interconnected artificial neural networks (ANN) that process information through weighted connections. By training 

the artificial neural network with historical crime data, along with emerging trends that influence crime commission 

(including characteristics of offenders, the environment, crime types, and spatial patterns), the ANN can learn 

complex relationships. within the data establishing different conclusions that, through adequate supervision, can 

facilitate predictions applied to other scenarios thanks to properly learning the different relationships between the 

data. This allows them to identify subtle correlations that might not be evident using traditional statistical analysis or 

traditional machine learning mechanisms. 

ANN training can be used to predict the probability of future criminal activity for individuals based on a set of input 

characteristics with a much broader context than the data associated with a specific individual. Since ANNs dedicated 

to the prediction of criminal behavior can capture non-linear relationships between variables, they will al-low a more 

accurate representation of the complex real world that affects criminal behavior through the recognition of hidden 

data patterns and correlations within large sets. of data, potentially revealing risk factors not previously recognized 

in other data analysis methods. 

Training being the basis of ANN learning, the adequacy of the training method and frequency allow prediction results 

to be better adapted when there is coherence when there is an approach to continuously improve with new training 

data, adapting to behavioral patterns. criminal patterns and the evolving profiles of criminals (individuals, groups, by 

origin, by location or through hidden patterns susceptible to validation in human supervision of learning). 

One of the fields of application of predictive methods related to criminology and police science is the facilitation of 

criminal risk analysis processes, taking into account factors of recidivism of a criminal, which allows authorities to 

make more informed decisions about the probation, rehabilitation and social reintegration. These applications can 

pose a serious social risk if they do not have the appropriate safeguards in terms of ethics, integrity, auditability, 

accountability, among other notable factors. 
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2.2 Criminal Investigation 

The implementation of technological advances within criminal investigation in recent decades has meant the 

creation of new work methods accompanied by facilitators of the processes of registration, analysis and 

interpretation of criminal information. 

Although the mentions of the digitalization of processes, the automation of information extraction and the 

maintenance of research and analysis evidence environments through computerized systems may be evident, it is 

worth noting that the evolution of technological capacity for criminal investigation requires attention. permanent in 

the decisions of efficiency and effectiveness of criminal investigation processes (Payá, 2023). 

Within this search for efficiency and effectiveness, artificial intelligence allows us, among other possibilities, to carry 

out the application of specific cases of criminal investigation study through some specific objectives that substantially 

reduce investigation times and guarantee greater reliability of the investigation process. criminal. 

Some of these crucial processes for criminal investigation have been applied to specific cases of use of the capabilities 

of artificial intelligence, accompanied by other established technologies that facilitate an appropriate scenario for 

each criminal investigation process. 

Within the use cases applied and contextualized in criminal investigation, it is necessary to highlight: 

• Detailed analysis of static images and comparisons thereof. 

• Detection of details and minutiae in video sequences instantly. 

• Treatment of audio recordings for subject identification and noise analysis. 

• Analysis of voice tones and interactions between subjects for the identification and sequencing of 

criminal situations. 

• Precise details of combined image or sound, such as the analysis of nonverbal language in the context 

of interviews. 

• Language type identification and automatic transcription of natural language sentiment analysis in 

voice recordings. 

• Detection of content in messages on social networks and other scenarios to detect encrypted messages 

or language behavior patterns that enable crime prevention capacity. 

• Identification of patterns of radicalization or emerging threat both in the content of the language used 

and in the tone of voice, behavior or any other element of analysis available. 

The objectives of using artificial intelligence related in each case differ substantially, and there is no single approach 

to applicability. The constant evolution of technology capabilities has made it easier for criminal investigators to 

analyze enormous amounts of structured and unstructured data in order to obtain detailed information on processes 

that are unthinkable through human means. This allows us to have an optimal scenario of efficiency of the 

investigation processes that must be complemented with mechanisms to validate the suitability of the technology for 

the specific criminal investigation scenario. 

In addition to the capacity of methods based on artificial intelligence for criminal investigation, the possibility of 

accessing information in real time from different locations with the necessary guarantees of reliability and security 

has generated efficiency in the media management process. of evidence and its registration have a high positive 

impact on efficiency, when we talk about capacity for action and its value for accountability in the legal processes 

associated with criminal investigations. Thus, artificial intelligence applied to criminal investigation must be 

contextualized within a technological ecosystem that guarantees the overall effectiveness and efficiency of the 

investigation processes and not in a discreet manner. 

A study published on the value of artificial intelligence in the administration of justice (Manrique and Vargas, 2019) 

demonstrates the importance of the application of artificial intelligence in criminal investigation, directing the need 

for use to those aspects that enhance efficiency in activities and the reduction of errors in order to guarantee that 

legal processes can have the necessary certainty, Their auditability is not questionable and they are reviewable by 

judicial authorities at all times. 

Specifically applied to the framework of criminal activities in cyberspace, there are studies that review the advances 

of intelligence against crime, focusing on the vision of new threats and opportunities of the criminal intelligence 
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system in the face of the disruption of new processes as a consequence of the use of hyperconnected technology 

(Payá and Luque, 2021; Payá, 2023). Likewise, the opportunities determined in the corresponding study have a high 

impact on the use of artificial intelligence due to its close relationship between the processes carried out in criminal 

intelligence to obtain accurate results, and the processes of institutional collaboration through intelligent systems. 

that correlate accurate information with guarantees of security and reliability of information sources. 

The high effectiveness of the supervision means based on computer vision indicates that technological advances in 

the discipline are aimed at making such detections in real time by combining different preventive technologies using 

automatic alert interfaces and human supervision that They are key to adequate training in each real-time video 

supervision and video surveillance application scenario, guaranteeing greater effectiveness in the validity of the 

minutiae associated with video, image and sound analysis. 

The use of computer vision applications is an emerging discipline that is allowing comparisons to be made between 

different sources of images and videos. Although we can say that it is not a new discipline as such, there is a 

significant advance in its effectiveness thanks to being able to use these systems in the prediction and verification of 

image/video, recognizing minutiae associated with the behavior of subjects in said images complemented with 

analysis that, facilitated Through processes that are not possible through human observation due to their low 

efficiency, they obtain excellent results. 

The detection of objects, movements, characteristics of differential patterns allows identification through video 

information sources with a wide possibility of making correlations, searching for anomalies or automatically 

identifying certain image patterns such as, for example, detecting a firearm in video sequences where human 

resources would have been ineffective. In a recent multidisciplinary study on computer vision applied to firearms 

detection (Houser et al., 2024) we find that algorithms like YO-LO facilitate object detection by 94%. Keep in mind 

again that this effectiveness is focused on the set of specific data established for the test and not as a universal value 

of effectiveness. 

The application of photodiode-based vision sensors with in memory computing capabilities, using sensitive memo 

devices, has opened up new possibilities in computer vision (Vasileiadis et al., 2021).Despite advances, there remains 

a need to identify and assess specific challenges in developing robust, high performance computer vision systems 

(Turk, 2004) that guarantee that the results obtained have consistent criteria to be able to convert said products of 

the AI process into sufficient incriminating evidence in criminal investigation processes. 

In the forensic field, we can highlight as an example of specific use, the developed algorithm such as PALINOVIC that 

uses computer vision techniques and geotechnologies to support, through human supervision, criminalistic analyzes 

(Gonçalves et al., 2022). One of the most prolific fields in the use of AI currently in applied research is cybercrime. 

Techniques to counter cybercrime based on artificial intelligence make it possible to detect and prevent cyberattacks, 

analyze malware, identify the spread of illegal content on the Internet, among other use cases (Payá, 2023). 

However, applicable use cases have proliferated exponentially in recent years, guaranteeing better results in 

effective prevention due to the ability to identify possible threats and in the automation of cybersecurity protection 

mechanisms. The study of Ocaña et al. (2019) highlights how artificial intelligence can simulate human intelligence 

capabilities, which is essential in the fight against cybercrime. We can understand that, additionally, it allows the 

automation of tasks and the reproduction of successful behavioral patterns in prevention, detection and response 

activities to criminal activities in cyberspace (Delgado, 2024; Liz 2024). This allows human resources to be dedicated 

to activities of high analysis value, requiring that these resources be capable of understanding and applying the 

methods provided by artificial intelligence. 

2.3 Forensic Data Analysis 

Advances in data analysis using artificial intelligence have a broad expectation of applicability in the analysis of 

forensic data, allowing investigators to access conclusions that are not achievable through statistical or observational 

methods by human means. Although the literature widely explores the field of application in the forensic analysis of 

digital evidence in the collection phase (Anushka et al., ,2024) It should be noted that the field of application of 

forensic data analysis using artificial intelligence contemplates a wide variety of possibilities and, therefore, use cases 

that can facilitate the maximization of the capacity of artificial intelligence to be able to make correlations, find 

anomalies, compare scenarios or simulate new scenarios that facilitate the review and hypotheses of criminal 
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investigation through different comparative methods in real time. The application of artificial intelligence in forensic 

data analysis can allow, among other applications: 

• Establish trends and deviations from expected results. 

• Make comparisons of situations, scenarios, evidence and other important minutiae for the criminal 

investigation. 

• Analyze large data sets where humans do not have comparable capacity. 

• Identify patterns and trends of behavior related to crime. 

• Look for anomalies within the behavioral patterns in the sequence of evidence. 

• Establish evidence verification mechanisms (digital or not) for the chain of custody of evidence. 

• Make predictions about general or specific aspects of the criminal investigation process. 

• Automatically audit details of processes carried out using beacon systems or similar evidence tagging 

mechanisms. 

The great value that constitutes the automation of processes related to these objectives allows the deadlines in which 

criminal investigation activities are carried out to be substantially reduced, as long as they are based on proven 

processes based on experience and whose auditability is a fundamental criterion. to be able to carry out these 

automations. 

It is important to highlight that, for the effectiveness of applied artificial intelligence to be sustainable, it requires a 

continuous evaluation of its suitability to the specific scenario of criminology and police sciences, considering its 

evolution and trends. In this way, data-based automation processes can be considered within the framework of 

auditability and accountability related to forensic processes, whatever their nature, they must have the appropriate 

safeguards to generate an appropriate forensic investigation environment. to the real need of each case (Neri et al, 

2023). 

2.4 Data Visualization 

Data visualization based on artificial intelligence has a wide spectrum of application in criminology and police 

sciences, enhanced thanks to the ability to create data visualizations that allow criminologists and other subjects 

participating in criminal investigation to better understand the crime trends and the factors that influence them, 

among other use cases. 

Using artificial intelligence in data visualization in the field of criminology can offer significant benefits in the 

management and analysis of information related to public safety and crime prevention. In principle, it is evident that 

it allows visual presentation with different approaches to the same information, being able to generate new working 

hypotheses, obtain simulations of possible scenarios and, above all, actively collaborate between the different actors 

involved in the research processes for the formulation and sharing of criminal investigation hypotheses (Delgado, 

2024; Liz 2024; Martino, 2024). In short, this joint visualization allows increasing the effectiveness of collaborative 

work in criminal investigation, guaranteeing common knowledge of researchers that facilitates the exploration of 

hypotheses and generating an increase in the speed of information exploitation, generating coherent investigations 

with different points. of view to provide complex data-driven information analysis and processing using artificial 

intelligence. 

Within data visualization, the concept of data governance requires that consistent rules be available in practice for 

the collection, analysis and interpretation of data, as well as its visualization, which high-lights the relevance of 

artificial intelligence in management. of data in the field of criminology and criminal justice (Serna, 2021). 

This approach to data governance applied to criminal information management allows for a deeper understanding of 

crime patterns, trends and factors that influence criminal behavior. 

2.5 Assistants, Chatbots and Other Resource Management Applications Based on Artificial Intelligence 

The ease of implementation and use of some artificial intelligence technologies generate countless application 

possibilities for criminology and police sciences since they allow their development to be much faster, thus 

generating an acceleration that is reflected in the ease of adaptation to each discipline. and its development 
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environment. On the other hand, the focus on efficiency within police activity has marked the need to support 

disruptive technologies such as automation within police sciences. 

It is worth highlighting, as an important element of final attention, the great boost represented by what are known as 

automatic conversational agents (hereinafter chatbot) in police intelligence. A clear example of this is the 

implementation of a chatbot, calledC3-Sex, which allowed the collection of a significant data set including key profile 

elements related to 7,199 suspects, highlighting the potential of chat-bots in detecting criminals in virtual 

environments, focusing on crimes of a sexual nature. 

The collection capacity of conversational agents allows obtaining a large amount of information that facilitates the 

criminal investigation process. An example of this is the intentional impersonation of profiles of minors by law 

enforcement based on the results of conversational agents, making the action aimed at the specific location of 

subjects on social networks become much more effective thanks to the profiling of potential offenders. 

Although the applicability is not limited only to the capacity of chat-bots in the framework of criminal investigation 

or the simulation of human activities on the Internet, but to a broad scenario of possibilities that can increase the 

efficiency of police activities, simplifying administrative processes. or assisting those involved in the investigation 

processes in the documentation of the processes carried out (Mazurier et al., 2019). This facilitation of the process, in 

some cases, allows the validation of the suitability of the activities carried out in the criminal investigation based on 

data, thereby facilitating the processing of information in real time, generating established alerts and providing 

complementary information on alerts. police. 

AI predictively facilitates resource needs at both a quantitative and qualitative level, facilitating analysis processes 

that guarantee the suitability of the resources assigned to each police activity. This evaluation element requires 

specialized treatment that guarantees the efficiency criteria of police activities. 

3. Challenges of Artificial Intelligence in Criminology and Police Sciences. 

It is clear, having carefully observed the different applications of AI in criminology and police science, that this 

technology facilitates greater efficiency and precision in police activities, guaranteeing transparency, objectivity and 

accountability, which ensures that the associated legal processes are consistent from the beginning of police 

investigation activities, even taking into account data sources and their consistency. 

Among the challenges of AI in Criminology and Police Sciences, it is important to highlight those that have significant 

value in the current situation and that, from a perspective of applicability of the solutions, require special attention in 

the development of said solutions applied to the criminology and police science. It is evident that these challenges 

will change their form as the interaction of the key factors associated with technology with the transformation 

processes in the aforementioned disciplines evolves. 

3.1 Access to Technology 

The use of technology in the field of justice, in a general concept, is crucial to improve police efficiency, improve 

results and address changing challenges within the different security systems of states (Delgado et al 2023). 

Understanding that adequate technological provision in terms of artificial intelligence will facilitate greater police 

effectiveness and greater precision in the processes associated with the study of crime is the clearest justification for 

the need for investment in the transformation of current police models. 

The importance of mobilizing social agents in a multidisciplinary manner is crucial to address the complex needs of 

members involved in criminal investigation processes and their specific needs in the field of criminal justice, 

highlighting the need for an action framework to address your needs effectively (Metzger et al., 2017). This under-

score the importance of leveraging technology to facilitate collaboration and provide personalized services to 

vulnerable populations within the criminal justice system. Delaying, intentionally or not, technological access to 

these technological resources means an undermining of police capacity that requires an immediate boost to 

counteract the capabilities of criminal groups whose technological access is much more effective. 

It requires special attention to emphasize the importance of addressing the challenges related to the adoption of 

artificial intelligence technology to improve police operational efficiency and effectiveness in the criminal justice 

system by enhancing access to technology that facilitates a study of specific cases of each related process, 

determining adequate resources for the necessary cases that guarantee an acceptable level of introduction of 
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technology in line with the evolution of the crime study environment. This means an important change of focus in 

research paradigms, with capacity having to be focused on applied research and leaving behind obsolete methods for 

allocating resources, such as statistics (Martino 2024; Payá, 2023; Caligiuri, 2021). 

Regarding access to specific technological elements, we can highlight that algorithms and other technological 

elements typical of artificial intelligence have study examples on the use of algorithms in the Swiss criminal justice 

system, pointing out the urgent challenges that the system faces in adopt emerging technologies (Simmler et al., 

2022). 

The need for a criminal justice system that adequately adapts technological advances to meet the demands of 

modern challenges and improve overall effectiveness in police sciences. Therefore, the need to prioritize police 

intelligence, criminology and technological resources activities requires a disruptive approach with an evident need 

to update technologically based police resources with the aim of increasing the efficiency and effectiveness of police 

processes, in general, and with greater interest those related to criminal investigation (Martino 2024; Payá, 2023; 

Caligiuri, 2021). 

3.2 Security and Privacy 

Integrating AI into criminology and law enforcement has immense potential to improve public safety. However, 

guaranteeing the security and privacy of the solutions is essential in this search for capabilities. By addressing 

security concerns and respecting privacy rights (with the limitations referred to each of the scenarios of information 

of interest to police) the potential benefits of the application of AI must be taken advantage of while mitigating its 

risks in the context of criminology and police sciences. Although artificial intelligence applications in general face 

important challenges in these two aspects, it is worth thinking that the specific scenario of the police field requires 

the implementation of an analysis of the specific threats that come from the interest of criminal actors against police 

technologies (Luque and Lenny, 2021). 

Beyond mere knowledge of the threat environment, it is necessary to think that artificial intelligence systems can 

become targets of malicious actors who seek to manipulate data or interrupt operations throughout the life cycle of 

the solutions, which must be understood in the conceptualization of the threat scenario. that any application based 

on AI for police use must be kept under a permanent threat evaluation and consider, in any case, the principles of 

security and privacy from the design and by default (Martino 2024; Payá, 2023; Caligiuri, 2021). 

While AI-related regulations and best practices generally address how to address security and privacy concerns, we 

must pay special attention to the privacy implications of AI in criminology and law enforcement. 

The use of AI-powered automated surveillance technologies raises questions about the extent of tracking and the 

potential for privacy violations during their use. For example, the need for data retention and sharing must have 

transparency mechanisms regarding the collection, processing, retention and sharing of data to protect individual 

privacy rights. 

To this end, the mechanisms established for the security and privacy of the AI solutions applied must have 

transparency mechanisms for the control authorities that are established, facilitating permanent accountability in 

accordance with the need to maintain public trust (Luque et al., 2023) 

To adequately address security and privacy challenges, there must be, from the ideation of the solution, coherent 

security measures that guarantee the mitigation of risks, whatever their nature. Among the necessary standard 

measures, we can find the implementation of end-to-end encryption, process isolation, protection of technological 

infrastructures, access controls and periodic security audits to strengthen fundamental aspects of privacy and 

security. 

3.3 Reliability, Explainability, Ethics, Algorithmic Biases and Accountability 

The general concepts applied to artificial intelligence systems require a specific approach for the applications of 

criminology and police science due to their important impact on society and their high value when it comes to being 

an element of guarantee of the judicial system and, therefore, therefore, of the rights of citizens. Although the 

regulation and emerging good practices broadly collect the different elements conceptually, we refer to the 

important aspects that we consider fundamental for the use cases of criminology and police sciences. 
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Going deeper into the concept of reliability of AI, a concept that embraces different elements related to the guarantee 

framework of AI solutions, it is necessary to highlight that in applications related to criminology and police sciences 

they cannot refer exclusively to the reliability in the use of specific algorithms or in strengthening supervisory 

capabilities of a specific process but requires a sufficient approach to guarantee that the conceptual and practical 

aspects of AI solutions for accountability are addressed in the reliability study. Just as the ethical principles and other 

conceptual elements of the use of artificial intelligence allow for great debate in conceptual frameworks, the applied 

approach to reliability requires practical consideration based on general principles applied to the specific scenario. 

There is currently no specific approach to practically address the mechanisms necessary to ensure the explainability 

of algorithmic models, bias mitigation measures, established criteria for accountability to supervisory bodies, and 

their implications for judicial systems. 

It requires special attention that reliability mechanisms are consistent with reality throughout the life cycle of the 

artificial intelligence solution. In a theoretical exemplification of reliability risks, we can imagine that an 

explainability approach based only on the reliability of the algorithm can undermine the reliability in the system by 

attempting to address an element of accountability applied to the theoretical framework of the algorithm and failing 

to side the reality of the set of elements of the artificial intelligence application. This could mean that the methods 

used, without timely or focused accountability in the theoretical framework, pose a serious risk to the rights of 

citizens by using mechanisms that do not have adequate supervision measures. 

Ethical considerations surrounding AI systems, including issues of bias and reliability, have been the subject of 

extensive research, highlighting the importance of ensuring fairness and accountability in AI applications (Thiebes et 

al., 2020; Ryan, 2020). 

The research has not intended to carry out an exhaustive analysis of the elements of reliability but to highlight those 

elements that are essential in the indicated context and that require special attention in the selection of artificial 

intelligence applications due to their special nature of application in criminology. and police science. Without a 

doubt, related to criminology and police science, the elements of reliability are a field to explore from practical 

research that will require extensive attention. 

Conflict of Interest: Not declared.  

Ethical Approval: Not applicable.  

Funding: None.  

References 

Campedelli, G. M. (2019). Where are we? using Scopus to map the literature at the intersection between artificial 
intelligence and research on crime. SSRN Electronic Journal. https://doi.org/10.31235/osf.io/853fx 

Caligiuri, M., & Pili, G. (2021). Italian intelligence studies literature: Understanding the state of play. A comparative 
perspective. The International Journal of Intelligence, Security, and Public Affairs, 23(3), 281-309. 
https://doi.org/10.1080/23800992.2021.1991646 

Delgado-Morán, J. J., Payá-Santos, C A., Sanz González, R. (2023). China's Borderless Expansionism. Could Be a Threat 
to International Security? Advanced Sciences and Technologies for Security Applications. Springer. 
https://doi.org/10.1007/978-3-031-28336-9_5D 

Delgado Morán, J. J. (2024). Acoso y agresión en las nuevas tecnologías: ciberacoso/ciberodio. AlmaMater. Cuadernos 
de Psicosociobiología de la Violencia: Educación y Prevención, nº 5, Dykinson, pp. 107-122. 
https://doi.org/10.14679/3315 

Díaz-Matey, G. (2016). From cooperation to competition: Economic intelligence as part of Spain’s national security 
strategy. International Journal of Intelligence and Counter Intelligence, 29(1), 151-164. 
https://doi.org/10.1080/08850607.2015.1083342 

Díaz-Matey, G. (2013). The use of intelligence in the private sector. International Journal of Intelligence and Counter 
Intelligence, 26(2), 272-287. https://doi.org/10.1080/08850607.2013.732448 



International Journal of Humanities and Social Science                         DOI: https://doi.org/10.30845/ijhss.v14p35 

  

 
405   González et al. 

Divyasri, S., Saranya, R.& Kathiravan, P (2023). Comprehensive analysis of classical machine learning models and 
ensemble methods for predicting crime in urban society. Pre-print. https://doi.org/10.21203/rs.3.rs-2550707/v1 

Fernández Rodríguez, J. C, Domínguez Pineda N. Z, Miralles Muñoz F, & Liz Rivas L. (2023). Conductas de riesgo y 
programas de prevención en adolescentes institucionalizados. Cuadernos de RES PUBLICA en derecho y criminología. 
(2), 42–56. https://doi.org/10.46661/respublica.8286 

FontalvoHerrera, T. J., Vega Hernández, M. A., & Mejía Zambrano, F. (2023). Método de clustering e inteligencia 
artificial para clasificar y proyectardelitosviolentosen Colombia. Revista Científica General José María Córdova, 
21(42), 551-572. https://doi.org/10.21830/19006586.1117 

Giacomello, G., Iovanella, A., & Martino, L. (2024). A Small World of Bad Guys: Investigating the Behavior of Hacker 
Groups in Cyber-Attacks. arXiv:2309.16442. https://doi.org/10.48550/arXiv.2309.16442 

Gonçalves, A., Albuquerque, P., Alves, R., Astolfi, G., Borges, F., Carmona, M., Pistori, H. Et al., (2022). Forensic 
palynology: computer vision and geotechnologies to support criminalistics expertise. Research Society and 
Development, 11(8), e31611830422. https://doi.org/10.33448/rsd-v11i8.30422 

Gummadidala, P., Karippur, N., & Koilakuntla, M. (2020). Analysis of factors influencing the adoption of artificial 
intelligence for crime management. IFIP Advances in Information and Communication Technology. In In book: Re-
imagining Diffusion and Adoption of Information Technology and Systems: A Continuing Conversation (Vol. 1195, pp. 3-
9). Springer. https://doi.org/10.1007/978-3-030-64849-7_1 

Houser, T. E., McMillan, A., & Dong, B. (2024). Bridging the gap between criminology and computer vision: a 
multidisciplinary approach to curb gun violence. Security Journal, 37(4):1409-1429. 
https://doi.org/10.1057/s41284-024-00423-7 

Kadage, A. D.Anushka Deepak Kadage, Banoth Meghya Nayak,Vishal Sharad Hingmire, Kirti Wanjale, Nagaraju Bogiri, 
&Prashant L. Mandale (2024). AI-enhanced digital forensics:s Automated techniques for efficient investigation and 
evidence collection. Journal of Electrical Systems, 20(1s), 211-229. https://doi.org/10.52783/jes.766 

Khairuddin, A., Ali, N., Alwee, R., Haron, H., & Zain, A. (2019). Parameter optimization of gradient tree boosting using 
dragonfly algorithm in crime forecasting and analysis. Journal of Computer Science, 15(8), 1085-1096. 
https://doi.org/10.3844/jcssp.2019.1085.1096 

Liz Rivas, Lenny. (2024). Violencia y agresión entre iguales a través de las TICS: Cyberbulling. AlmaMater. Cuadernos 
de Psicosociobiología de la Violencia: Educación y Prevención, nº 5, 2024, Dykinson, pp. 89-105. 
https://doi.org/10.14679/3314 

Luque Juárez, J. M., Payá Santos, C. A., & Arenas Morales, F. (2023). Contexto de las políticas de seguridad ciudadana. 
Cuadernos de RES PUBLICA en derecho y criminología, (2), 69–82. https://doi.org/10.46661/respublica.8293 

Luque Juárez J. M, & Liz-Rivas, L. (2021) Factores ligados a la violencia de género, evaluados en la valoración policial 
del riesgo, en; “Vulnerabilidad de las víctimas desde la perspectiva de género. Una visión criminológica”. Dykinson, 
pp. 243-256. https://doi.org/10.2307/j.ctv282jjsk.15 

Manrique Suarez, W. Y, & Vargas De León, G, I. (2019). Inteligencia artificial y suaplicaciónen la administración de 
justicia. RevistaJurídica Mario AlarioD´filippo, 11(21), 71-83. https://doi.org/10.32997/2256-2796-vol.11-num.21-
2019-2501 

Martino, L. (2024). Cybersecurity in Italy. Governance, Policies and Ecosystem. Springer Nature. 
https://doi.org/10.1007/978-3-031-64396-5 

Martino, L. & Merenda, F. (2021). Artificial intelligence: A paradigm shift in international law and politics? 
Autonomous weapon systems as a case study. in: Giampiero Giacomello & Francesco N. Moro & Marco Valigi (ed.), 
Technology and International Relations, chapter 5, pages 89-107, Edward Elgar Publishing. 
https://doi.org/10.4337/9781788976077.00012 

Mazurier, P. A., Delgado Morán, J. J., & Paya Santos, C. A. (2019). Gobernanza constructivista de la internet. Teoría Y 
Praxis, (34), 107–130. https://doi.org/10.5377/typ.v1i34.14823 

Metzger, L., Ahalt, C., Kushel, M., Riker, A., & Williams, B. (2017). Mobilizing cross-sector community partnerships to 
address the needs of criminal justice-involved older adults: a framework for action. International Journal of Prisoner 
Health, 13(3/4), 173-184. https://doi.org/10.1108/ijph-05-2017-0024PMid:28914125 PMCid:PMC5824987 

Neri, M., Niccolini, F., & Martino, L. (2023). Organizational cybersecurity readiness in the ICT sector: a quanti-
qualitative assessment. Information & Computer Security. 32. https://doi.org/10.1108/ICS-05-2023-0084. 

Ocaña, Y., Valenzuela Fernández, L. A, & GarroAburto, L. (2019). Inteligencia artificial y sus implicacionesen la 
educación superior. Propósitos y Representaciones, 7(2). https://doi.org/10.20511/pyr2019.v7n2.274 



International Journal of Humanities and Social Science  DOI: https://doi.org/10.30845/ijhss.v14p35 

 

 
González et al.   406 

Olmedo, E., Valderas, J., Mateos, R., & Gimeno, R. (2007). Utilización de redes neuronalesen la caracterización, 
modelación y predicción de series temporaleseconómicasen un entornocomplejo. Inteligencia Artificial. Revista 
Iberoamericana de Inteligencia Artificial, 8(23). https://doi.org/10.4114/ia.v8i23.789 

Palacios García, M, A. & Liz Rivas, L. (2022) El hostigamiento o delito de "stalking" en el trabajo. Alma Mater 
Cuadernos de psicosociobiológia de la agresión: educación y prevención. Universidad Complutense de Madrid. 
Dykinson. pp.91-102. https://doi.org/10.2307/j.ctv36k5cdb.13 

PayaSantos, C. A, & LuqueJuárez, J. M. (2021). El sistema de inteligencia criminal ante las nuevasamenazas y 
oportunidades del ciberespacio. Revista Científica General José María Córdova, 19(36), 1121-1136. 
https://doi.org/10.21830/19006586.855 

Payá Santos, C. A. (2023). El desempeño de la inteligencia en España en el ámbito público, empresarial y académico. 
Revista Científica General José María Córdova, 21 (44), 1029–1047. https://doi.org/10.21830/19006586.1222 

Rodríguez González , V., Payá, Santos., C, A., & Peña Herrera. B. (2023). Estudio criminológico del ciberdelincuente y 
sus víctimas. Cuadernos de RES PUBLICA en Derecho y criminología, (1) 95-107. 
https://doi.org/10.46661/respublica.8072. 

Ryan, M. (2020). In AI we trust: ethics, artificial intelligence, and reliability. Science and Engineering Ethics, 26(4), 
2749-2767. https://doi.org/10.1007/s11948-020-00228-yPMid:32524425 PMCid:PMC7550313 

Salvador Serna, M. (2021). Inteligencia artificial y gobernanza de datosen las administraciones públicas: reflexiones y 
evidencias para sudesarrollo. Gestión y análisis de Políticas Públicas, (26) 20-32. 
https://doi.org/10.24965/gapp.i26.10855 

Simmler, M., Brunner, S., Canova, G., & Schedler, K. (2023). Smart criminal justice: exploring the use of algorithms in 
the Swiss criminal justice system. Artificial Intelligence and Law, 31(2), 213-237. https://doi.org/10.1007/s10506-
022-09310-1 

Thiebes, S., Lins, S., & Sunyaev, A. (2020). Trustworthy artificial intelligence. Electronic Markets, 31(5), 447-464. 
https://doi.org/10.1007/s12525-020-00441-4 

Turk, M. (2004). Computer vision in the interface. Communications of the ACM, 47(1), 60-67. 
https://doi.org/10.1145/962081.962107 

Vasileiadis, N., Ntinas, V., Sirakoulis, G., & Dimitrakis, P. (2021). In-memory-computing realization with a 
photodiode/memristor based vision sensor. Materials, 14(18), 5223. 
https://doi.org/10.3390/ma14185223PMid:34576447 PMCid:PMC8464783 

Disclaimer/Publisher’s Note: The views, opinions, and data presented in all publications are exclusively those of 
the individual author(s) and contributor(s) and do not necessarily reflect the position of BRPI or its editorial team. 
BRPI and the editorial team disclaim any liability for any harm to individuals or property arising from the use of any 
ideas, methods, instructions, or products mentioned in the content. 


